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Charles Stack’s background
• Master of Public Health, University of Illinois at Chicago (UIC), Epidemiology

• Experience in water and wastewater system design since 1980s

• Studied Soviet bioweapons, chemical weapons at UIC 

• Member of FBI Private Industry Collaboration INFRAGARD , Subject Matter Expert on Water 

Infrastructure protection to FBI

• Board Certified Environmental Scientist, AAEES 

• Contributing Author to National Standards for protection of water and wastewater 

infrastructure since 2005

• Associate Member, American Society of Civil Engineers (ASCE) 



“What’s past is prologue…..”

William Shakespeare's
The Tempest (Act 2, Scene 1)



History of 
Threats to 
U.S. Water 
Infrastructure

This quote comes from a series of secret tapes recorded in 
Saddam Hussein’s office in the mid-1990s (around August 
1995) and released in February 2006 by ABC News.
During a discussion with his cabinet regarding United Nations 
inspectors and potential accusations of bio-terrorism, 
Deputy Prime Minister Tariq Aziz told Saddam:

”…the biological (attack) is very easy to 
make. It's so simple that any biologist can 
make a bottle of germs and drop it into a 
water tower and kill 100,000.  This is not 
done by a state. No need to accuse a 
state. An individual can do it," he said.  

(Chicago Tribune, Feb 16, 2006)



How did the US respond to the threats 
made by Saddam Hussein against US 
water infrastructure and subsequent 

attacks upon the Homeland? 



• During the early-to-mid 2000s, after 9/11 and the anthrax 
incidents, there was national concern about potential terrorist 
threats to critical infrastructure, including water supplies. 

• Illinois Governor Blagojevich’s administration integrated water 
system protection into  Illinois’ homeland security framework.

• The governor promoted the development of innovative 
detection technologies—particularly by Illinois small 
businesses and research institutions—to identify chemical, 
biological, or radiological contaminants in municipal and regional 
water systems





2Ci’s BioSensor Platform was being used 
by the City of Hammond, Indiana to monitor
sewage flows for toxic industrial 
wastewater discharges.   Results were 
published and presented. 



















• November 25, 2023







What are some of the major water 
infrastructure security concerns 
that keep 
the experts up at night  in 2026?















2.5.5.2 Unmanned (Uncrewed) Aircraft System 
Data Sniffing Adversaries can attach a radio 
frequency transmitter to uncrewed aircraft 
systems to disrupt existing wireless 
communications. 

When the disruption is removed, devices on the
network retransmit their credentials to reconnect. 
The credentials are captured by a receiver on the 
uncrewed aircraft system and processed by the 
adversary to exploit vulnerabilities in the 
network.

ASCE 78-24, 2.5 SCENARIO IDENTIFICATION, ATTACK
VECTORS – 2.5.5.2 Unmanned (Uncrewed) Aircraft 
System Data Sniffing (page 9)



“Empirical Risk Analysis Methodology for Adversarial Threats against 
Critical Infrastructure”

Authors: David W. Wallace, Lloyd Foster, Kris Schartau, David Lewin, and 
Conrad G. Keyes Jr., P.E., D.WRE, L.S., 

Publication: Journal of Infrastructure Systems
Volume 30, Issue 1

https://doi.org/10.1061/JITSE4.ISENG-2291



Cumulative Defense Strategy Overview 

Cumulative Defense Strategy is a process that is used to help secure 
critical assets against malevolent attacks. The process takes a wholistic 
approach into helping protect the facility under evaluation. 

Similar to methodologies used by other organizations, the approach
considers the consequence of a particular critical asset being 
compromised and the approach used to carry out the attack.

Using path analysis and the existing physical security counter-measure 
installed at the facility, the degree of difficulty to compromise the critical 
asset is mathematically 
calculated using the Foster–Wallace Formula (Wallace and Foster 2021). 

With this information, the facilities’ vulnerability to different attack 
scenarios can be evaluated,  response plans can be formulated, and 
subsequent risk management decisions can be made to further mitigate 
the current exposure in the event of an attack.

(ASCE 78-24, Guidelines for the Physical Security of Water and 
Wastewater/Stormwater Utilities - Preface, Page ix) 



Further sources of information and assistance: 

❑ CISA – Cybersecurity & Infrastructure Security Agency, www.cisa.gov 

CISA has curated a database of no-cost cybersecurity services and tools as part of our continuing mission to reduce 
cybersecurity risk across U.S. critical infrastructure partners and state, local, tribal, and territorial governments.

❑ US Environmental Protection Agency - https://www.epa.gov/cyberwater/epa-cybersecurity-water-sector

The EPA offers cybersecurity guidance and training for water and wastewater facilities, conducts cyber risk assessment, 
conducts cybersecurity exercises and provides technical assistance for drinking water and wastewater systems.

❑ Federal Bureau of Investigation  

The FBI investigates terrorism and threats to critical infrastructure, including water systems.  FBI recommends calling
911 first and then submitting information online via https://tips.fbi.gov/home or calling their local field office. 

❑ INFRAGARD - https://www.infragard.fbi.gov/

INFRAGARD has many local chapters and contributes to water security by improving threat awareness, preparedness, and 
collaboration among infrastructure owners/operators and law enforcement. 

http://www.cisa.gov/
https://www.epa.gov/cyberwater/epa-cybersecurity-water-sector
https://www.epa.gov/cyberwater/epa-cybersecurity-water-sector
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Thank you for attending! 

Charles R. Stack, MPH, BCES, A.M. ASCE
Vice-President, NeoChloris Inc. 
cstack@neochloris.com
www.neochloris.com 
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